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F UM SV B . 2w AU, JEAS B X
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N —AN 2 T A N % 22 TR ) RS, RS T A
RO UE SEHAT E O RIS B, ARAEEAT 0 H bR
Z AKX — DRI, Bulletproofs il i 4 it Bootle
TR — e 2 I A R, L TR
BOHAT AR, NI FRAGUE B ST, M B2
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IR . Daza $ 50 1E 1) 52 A% FE NS 7% B 3]
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WK/, SNARKSs 7EIX 5 TR I A s i 0%, 3
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WA BEAFAEH OB XS, SNARKSs £EIX J7 [HI 75 % 1)
fE¥E, 1M STARKs #1 Bulletproofs A7 %, iX{fif5
JE B AL L PO 2 I o R SiAh, K
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Table 1 Comparison of classic zero-knowledge proof protocols
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TENERE 2 5 i
J 2 A T 2 5
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RAF P31 . Bulletproofs 7EIEW] A/ EEAA LS, H
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3 FEHINIERRRY H
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T HIRIE T 05 AN IR Z, A7 I i3 O0  Be 10 e 4 b,



212 ® W XK B E F K

5 6 1

I 2R T 25 0 VRAIE B A 52 B I o i L A4 D e 0 5
B, TCVERN B HAR Y )20, B 7 SE s B 4
B P RS 0T . B ne) T X BUEE )9 25 i)
B, TR B R X BB R 4 m R ) O
Rollups I8 7E — 2 Pl FAPRAT 5 I8 45 A [0l =
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FETHRI A A% . Layer 2 B H A FH RS0 1E |
i 5E A1 Rollup 25,

BEAE LUK ARSI HET SR, LUK ERE ok
ZPERIER, FHEEEALUKY M 25414 . Rollup A&
h T G2 Layerl 25 I i th iy al 47 e P 1) 7 8,
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FROCME AN 2 A5 HRE . Rollup JE K Layerl FE84 4%
Pl 2] — 2 BT AR, AR R AL R 5 Bk 1A
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FERAG 9 JEPEFI R « deVirgo PIMSLIRIIX — 45 P4 51
TEA AP SRR B = AL 5y, 18145 zkBridge 7E AL
PERERC ST, AMNOREE T AR B B AL e 4
Pedhe, [RIFAA LR T A% s Ak R IR, 10T
LrRAZ Gy R s Pk N (dApps) SR 42 %
I,

XU H#FE0F T zk-SNARKS  F AR 57 %
BEMRIG . b4, ZK Bridge 7R T IHIHR T W
B ARG REAS 5 50 IE A A T BRI
R, FHOC SIS AR B K. 2R,
WIS zk-SNARKs $AK, ZK Bridge 7EFHEAC S)
BRI T BE A8 S S AR R IR UE 9D T U RRIT
fifg PR S o S = R A AR A 20 49 LA B0 U R A
NI IR B 522 S i R o[RS ZK Bridge i 1) LA
FEANPIHE 22 A M ) T3 T S DE B0 IE , 1K 7E Ry AR AL
Oy IRSE R U AT R o AR GE IR 5 AR Y )7 2% 2 R T
A T PRI RRBE RIS B, AR ¥ V0 AN T 185 K 1 FH P 7 3K
1MW zk-SNARKs $A, ZK Bridge 845
BN BAE Fugr, AT SEILEE G 14 I o X B
PEAI1S ZK Bridge AEME M0 KRR AT 5 (¥ 4 21 75 3K
I FLAE AR SR 00 K e i B S b i i DAIE N AN W A2 4k
.

4 FEFRIERBEXTIAE

TERVT R ARIE R (ZKP) ARG I R P A 4k
FE W (DSL) I, BRAREAILE A b 1 4 1
PORE B, X7 M RERAEAE DR T LB,
WA TR BCR R . PRI, R AR B R R A
REMISCHEN IR 2 — . TR T LU e T30 i A
it TR R g 1 4 B Bh o8 il RS T ol et ] fe ™
AR, e R AR A TT R F et T2
R EVERERURION T, IR i b it T
BN,

4.1 SRmIFE

1 G A R IT RN AR AL T — Bl v SR
FLR ] PR Ve IR R T R B0 S S
Ao PRI, BT AN IAT (K S T DUR 7 2 e
SR, N TS RN R, AT R E 2 AR
(CTOEST ) ) | 1S B



214 ¥

I X 8 #F ¥ W

5 6 1

TinyRAM: X & — 7 ] - 2E AR E PEvH Rl
PERIBENLAE OIS, 45 A A 1733t 1) 22 DRI B PR
W B TR THRAT 25 3R R o n] DA e e ) T .
TinyRAM ¥t A —A R g 25 HEHL (RISC)
BAT TR F G n] Sk BE LA A A -

Geppetto: X & — A H A B IE TR HESE, &
SEIL T AN R I g PR A RIS AT I IR, T UAR B
AT C R e A1 A 22 2R A ) LLVM AR o 1A
HEZELE HH 22 V505 R RG] AT 36 UE v S B s R v i
A, XSS ARV AR DAL A ik v AT 5%
AMAMILEIEFE 7. Geppetto 51N T . AMNEA K
D IE B IR T B OF 88 0 uE B A ) R s M. JE ik
Multi-QAPs, Geppetto KK T IETHE 2 7] (5l
MapReduce) a2 fE AT LRSI oA, HF%
AR RIS AN B . B AT A R R 2 s
Geppetto t FA% T 5 UF ML N2 V-5 1 A (i,
AR UE T AR A AR .

ZoKrates: Xi&—Mfin] UKYiF) ZkSNARKs I
A6, MM TE DApp A ATEAETHS, MW
RRE T SRR G, BRSO EAER, R RITE
Solidity P8 IEIXLEUE ], eid it —ANRR i ST
T iR DU T AR CUE B RS R A e S 21
AR, A T FARUE R A S s, AR
UL T B RN ST ) G A T o ZoKrates K 5
FERR P 5 DUOKY X SRR R K, 47 )& T DApp (10]
Aetk.

genSTARK: X & —AMET JavaScript (1%, HT
i FET STARK (Scalable Transparent ARguments of
Knowledge) HIZEHITIE . & 5 7EH B H - o iz
FAMLAE 5 STARK AFW . genSTARK R n] g
AbPEBRRACAS, AEH T ReE L TR R ARG TS .

Sdiehl: IX/&—/M4l Rust i& 75 928U Bulletproofs
i, AT Ristretto K& S A VERPERE. 1&H TE
BOC TR (EITER), Banya e . T3 ur TR bE
FORHBRAE, SCRF A 2 0 FHE B .

4.2 RPBEWETR

(ERAVE T, YEReE — D RBEEE, T
Y R R OCHE BN, (R IE TR
AR D TR . AT R R VA, XL TR R
TR E BT E MR, X RS
PRy AL R LA S ) PR B A A B R R T R .
AR L, RS DU D IR ) R, ik

MR THEAS T AR R4 PERE .

libSNARK: iXjE—A> C++/E, & zkSNARKs il
B ) B R AN IR SR It T = B SR, AR B ) 61
FIE T R R . RS T RGN T
H, VIR E IWR)Z UG i AR 2 K R G541
libsnark ()W THE BT PEREFI a1, BAR BRI
SRS IGUE, I HRE T Z i d A ek, HEIL
PR AP AR TR AT IS B s . Ak,
libsnark JSH4E T — &1 “gadget” &, 7 LAk
] H H 1 “gadget” DL ACAAM 1) 1 U7 R o IX B
TR LT, DU S R SRR 22 AN I i 2 B 1A
X R &M, libsnark J&—AN58 K H R 3G 1 T H,
REfs 7 WA IE R B FAT R I,  SEI AR AR 3 i 2
e

jsnark: ‘ESCVFH T H Java Gafeis S HEEA R
P4 zk-SNARK HiL % o jsnark [ =552 H 1) & W46 LE Java
WEE I K zk-SNARK N IR PP #4424 — AN
FOLH, BOAFRERUE AL T — AN ] U 0 R 5
TG

Bellman: iX/&—/NEET Rust M, HTZANRAR
G AR, Rt T R R AR AL, L
AR RAEFEC i 5 A5 IRt gadget [5EE. Bellman
i F ff F1 group crates {E by F-BISM FIE R
. Bellman ) H (/2 {# zk-SNARK {15 F A1 5256 %
WA RSN G TV, R 3 R —1 Zeash 1%
M FIPERE . 7E Bellman ', T (1) FEEE Sl G 400 A2 08
M50, W TG M2 RBEAR . kG L
A% & ConstraintSystem trait, 75725 & 170 AL IR
A2 R AT

Circom: 1XJ&—/NMAFHPIEY] (ZKPs) i1
URFETE T (DSL) , BT TH T78 X e fss i 27
N R IE EAR K . eI RE R T —A
SRR T HEEFIAS RS, LUl 2 FRTRE = 1) R
TR, FEETE LAY S RGN . Circom
A% O TE T RE A T 5 I e e il SR L B () T 2K
XL P B S n] DUR T AR R SRR BH « Circom J# 1t
SRR R TRE RN G50, AF A3 A Refe 5 Hh 1) g F
PRI EEH . ERHE S AR RS, Lt
BRI — 4 2 17 2, #h Rank-1 Constraint
System (R1CS) o IXffif Circom A AL fij
IEAIZI, I REALBE ST 4 IR % e 27 bR RN 5002
ItAk, Circom HIA T HARFIA NS, RVFIFRE



F2M

NEE: XREFHTMIRIEMAKAREBBEZ, TARLZA 215

DAREHAL AT R4 e 1) 7 A g it o IR SRR A T
— TS A, AT 5 (B I HL % S 1A W] i,
AR T SCEAT RN T4 A 5 IR L 2K o
Circom [ 55— AN LURF SUR SCREIIFAT AT B, IXAEAL
PRI A BRI R AT 2, ) DABR s WAIE AR R 2503
Circom 5 zkSNARK “Eff#s (U1 snarkjs) % PME,
P R R LR BH RS & zkSNARK. A%, M
T ) e 2 R R B 2R 458 v PR IE B 2 RS

gnark: IXJEIEHT Go &5 MIFIEE, HTHwS
THIAS L) R

H 1T O A 24N 500 B 1) T A HESE C 4 JEHE D
W, DL eflrftEaE. #a, Circom. gnark Al
Arkworks #CRHAAFIF R1CS &AL, 1 Halo2 F1
Plonky2 MJ*%H] Plonkish H AAL.. Starky {# /] AIR &
A4k, 1M Boojum WL THEE AL 2 T 8D 2R
.

5 PEkSREKRE

FTAVRUE AR TG VE 2 Bk, RNty ok 1
LW . HARIR:

Bgs kit ZKP fg— A Hhikg, ZEnrLl
TE—Seag g B N AR, 511, Zerocash "4
T ZkSNARK, {H'E 75— N2 B AR A =T R AT
WEMAGYIUG . ZKP 0] IFEBRA A 5L 20 =7
LT S0, (HIX45m ZKP (k. ik, #WFsiqE
WA AR =T IO T A S0 ZKP 2 (B3 1)
Spartan J&— 51 A H T ECRPY, w8t T —RoE
AJAE BRI zk-SNARKS, 5 7118 F i oh SR R it
APERE (RICS) o BRI RAET, EREM /LR UEIE
IS 7= AR TR A, T HANEESK NP BRIk i) 45
R HAT—50 . BEAh, Spartan SZEL TSR] E AR IE
B3, IXAESEHTIY zk-SNARKSs STk ) LF- AR5
Spartan N THiEEA, Wvh S A R—N 0% 4a 1645
SPARK, HITHI0A ) i 2 IRk iy S e Ay
A R BEAR  22 TR T 58, IR0 TSR BN (Rl e pe Ak
HIUEWI# B¢ E 2, Spartan /E24 Rust ESEHL, JFL
5B ZkSNARKs HEAT 75256 Lhi, RILH 2 J7 i ik
B, BFELEIC A BB T S BA B UE L
AERSCERIUER, B UER MK, ZRA RIS

ANFEIHUEIF LA AR ZKP A5 7 A AR A
F, MR E Aot S R X LA ] ZKP AR A
PLE ORI 7. HEln Orion V%45,  IEAEHRZ nifa]

B RO EE A AR ZKP AR A0 Xk H 1A
PERFAR RGENERE

RORARAL: FEDUAE Y ZKP B, SRR 5 1
THE G AR R R AR B . BT ARAY
FE—FB IRCRARA 71, 38 TAE— 28/ N g El A 7Rk
HLEE LSRR, A RN, XFrARER TS
EANAL T AT ANV PR . Beah, X7
5k N/ DCIR,  HLAN S 5 AE W (1 1E Ak

SR ECE R HHT, b T m ZKP R, K
2R T TR MR T, WF A
T ICA A ) R g R ARAC T ZKP R )
AR AR . — R A QuickSilver
BRSO, iZ AR R SRS T, R R R O —
N B, SEE T RN RN MR N e R
SOBTR i =1/ N T & S S 01 7 = 5 NS
QuickSilver /152 I HH A e R 3 0 m] S 4R I o AH
b2 A tE RIS, e HE LBl T 6 5% 7 51
Tt FElAE BILT 3458 7 T, X RATE
AbFR /N kA K L B SR HLER I, QuickSilver $2
7 — R AR T

FETAE BRGNP ERD L R AR IX P A5G
kg ZKP B OCEER 3 . ANSEIE, LR
EIPUE R SGE, Rl R R R U R R S
NHEE LA . B0, RSA Hynl DIy
T Shor LR 22 WU N (0] YA o SR, ik
TAK R AL A e, AEER-SIS S H-LWE [n] 8,
BN Rof i B HATHR U . B TRt T —
AN RS2 BSOS, TR B S0 IE  AE As=t mod ¢
PRI 5 so PR AL T — M B B HOE S R Uy
FORIEH] s 1) RECLAT /N 2 3050 A T L4648 CRT
FoR o IXTUHT IR 2 40 ] LA SEAR 75 U8 A\ 21 %
BRI B RSB r A vy, G ] 50T R s g &
MR AT 5, AR YTT Z L LTI S R AR YT &
HHEMIRELLE.

TR AR B R R s R0 RUE BB SR B
2N R SR e DX B ) O T B, EA
ST LA B () i v S AR R U U SRR ) R
IR HE T IX A 5, ZKP A I il A fil e ZKP 2%
i) R P — AN BB 7 ) o ZKP RE A s S5
filiff (41 GPU. FPGA 1 ASIC) LSzl ZKP Sk
Petl, AEHAES B AL B AT J8 AR, AT KRB v
ZKP A RIS IE S o 75 ZKP (AN RJIE I &R 58 A



216 ® W XK B E F K

5 6 1

SLAROGSEI T, TR SR 5 BRI RS & AT . FEAR
ZAUE RS, AWM E AU RN S B S, 4
WJE 2 bR eyl (Multiscalar Multiplication-MSM) Al
PR3 i B A5 #e (Fast Fourier Transform-FFT) .
CUZKI®IHR T MSM 53 4 17 iF B A e s 17 i
) 70%LA_F. BlEF B ZKP HESE STARK HIK JE,
WA HZMUEEIET FTT H3kh 3.

ZhrE ik (MSM) & —FR7EA 5 fih £ 2 g 2%
LR, S KON 2 A FR RG] I £ R afedd:
EsRAZES. HAR MSM 0] LI i 47 A BE K N,
BEMEEZZOK RS L, SHFREARMNH MSM (1)
AR AT B AL R IR S I . MSM. B
B PR 1) 70 38 5 T A AT AR A R4

PL STARK MR ZFHPUEHRGE K EH 2] T
PR AR e (FFT) o IXANEVEH T @3oh 2%
HIF B O AR e (DFT) M dliAs e, FFT fJis
AT LR AT A A AT e, B A e de i
M ARH R “BENL HEHC R, XA
TP BRI B0 0k R e o RUE A B A A 5 AR B,
R AR PR R TR 00 S 35 B A T AR R . Bkt
Z b, FFT Skl 75 SO 4 NS F5 91 ekRs
NG APRAT AR 4, X W] BB 2L K B 8, X T
KIY FFT HERBCR UL, X n] Bech PERES. FFT
AR E MK FL vz N R, RAE R A b
e 1 7 T W = 7 7 R s By S R /N
i PRI ) S 3 5

JET SNARK AHIE ] 2 48 1 22408 T MSM 5032,
1M STARK JSUE W =224 FFT §03%. ik, Hui
FPEE AP o o S TR [ X P P o 2 B9 (R T SR EA T AR
o MSM PRI A 1) 75 SR L HE 58 K 1R AT Ab P R
WKW R, ML T, FFT G 75k 4
e RINAFR R a8 v A

6 45iE

AP E SR ANTINT T AR UE B AR O R B
JEMEIR T Snark. Stark SEANFZEAL) ZKPs, LT E
TR I ARRFE RN 3 50 ARTFFURE IR AR S
T ZK-Snarks fJERIQEER, U1 PCP A1 QAP, JEo0HT 1
AR AR AR R O E R . R, A
¥ ZK-Snarks F1 ZK-Stark. Bulletproofs & H At il B HL
HIHEAT T, 7n 1T el e sork FE g b slRe o
P B, VEAND T ZKP AEXBEERR TN,

CLFE AR ORAT By KaFAFN B 22 A DT IS ), IF4
GO BT T IR ARUE AR OC TR Sk,
Circom. ZoKrates PA A HABARZL B A9 18 T B .
REM I, A FRRUE R Ca e 7 8k,
RAESIEL V2 N 5 TP IR kg, XA 50 22 %R
WE I SEVEIE— D0k ) L R s TR et DL
XPE N 5 R . SO B a4 T — S 7 1) i
FUlE, IR T FARE B HEORTE o £ B FA TR
FPRIHES) X BRBERA R e I3 TR AR KT 17

S 3k

[1] Nakamoto S. Bitcoin: A peer-to-peer electronic cash system[J].
Computer Science,2008. DOI:10.2139/ssrn.3440802.

[2] Buterin V. A next-generation smart contract and decentralized
application platform[J]. White Paper, 2014, 3(37): 2-1.

[3] Badreddine W, Zhang K, Talhi C. Monetization using blockchains for
IoT data marketplace[C]//2020 IEEE International Conference on
Blockchain and Cryptocurrency. IEEE, 2020: 1-9. DOI:10.1109/
ICBC48266.2020.9169424.

[4] Rivest R L, Adleman L, Dertouzos M L. On data banks and privacy
homomorphisms[J]. Foundations of Secure Computation, 1978, 4(11):
169-180.

[5] Rivest R L, Shamir A, Tauman Y. How to leak a secret[C]//Advances
in Cryptology—ASIACRYPT 2001: 7th International Conference on
the Theory and Application of Cryptology and Information Security
Gold Coast, Australia, December 9—13, 2001 Proceedings 7. Springer
Berlin Heidelberg, 2001: 552-565.

[6] Yao A C. Protocols for secure computations[C]//23rd Annual
Symposium on Foundations of Computer Science .IEEE, 1982:
160-164.

(712U F S8, TR O B 5 RTUIE A 5 DX SRBE B AL ORI [].
AR [ FE IR AR 5 M H,2022,48(1):44-52.

[8] Goldwasser S, Micali S, Rackoff C. The knowledge complexity of
interactive proof systems[J]. SIAM Journal on Computing, 1989,
18(1): 186-208.

[91 Ben-Sasson E, Bentov I, Horesh Y, et al. Scalable zero knowledge
with no trusted setup[C]//Advances in Cryptology—CRYPTO 2019:
39th Annual International Cryptology Conference, Santa Barbara, CA,
USA, August 1822, 2019, Proceedings, Part III 39. Springer
International Publishing, 2019: 701-732.

[10] Gong Y, Jin Y, Li Y, et al. Analysis and comparison of the main

zero-knowledge proof scheme[C]//2022 International Conference on



2] NEE: XREFHTMIRIEMAKAREBBEZ, TARLZA

217

(1]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Big Data, Information and Computer Network (BDICN). IEEE, 2022:
366-372.

Biinz B, Bootle J, Boneh D, et al. Bulletproofs: Short proofs for
confidential transactions and more[C]//2018 IEEE symposium on
security and privacy (SP). IEEE, 2018: 315-334.

Goldreich O. Foundations of Cryptography, Volume 2[M]. Cambridge:
Cambridge University Press, 2004.

Nitulescu A. zk-SNARKSs: a gentle introduction[J]. Computer Science,
2020.

A O SRR TR T AR A AR AT L R AR IR B SRR [ ] B A
#,2022,9(3): 379-447.

Babai L, Fortnow L, Levin L A, et al. Checking computations in
polylogarithmic time[C]//Proceedings of the twenty-third annual
ACM symposium on Theory of computing[J]. Computer Science,
1991:21-32.

Arora S, Safra S. Probabilistic checking of proofs: A new
characterization of NP[J]. Journal of the ACM (JACM), 1998, 45(1):
70-122.

Bellare M, Rogaway P. Random oracles are practical: A paradigm for
designing efficient protocols[C]//Proceedings of the Ist ACM
Conference on Computer and Communications Security. 1993: 62-73.
Fiat A, Shamir A. How to prove yourself: Practical solutions to
identification and signature problems[C]//Conference on the theory
and application of cryptographic techniques. Berlin, Heidelberg:
Springer Berlin Heidelberg, 1986: 186-194.

Kilian J. A note on efficient zero-knowledge proofs and arguments[C]
//Proceedings of the twenty-fourth annual ACM symposium on
Theory of computing. 1992: 723-732.

Di Crescenzo G, Lipmaa H. Succinct NP proofs from an extractability
assumption[C]//Logic and Theory of Algorithms: 4th Conference on
Computability in Europe, CiE 2008, Athens, Greece, June 15-20, 2008
Proceedings 4. Springer Berlin Heidelberg, 2008: 175-185.

Micali S. CS proofs[C]//Proceedings 35th Annual Symposium on
Foundations of Computer Science. IEEE, 1994: 436-453.

Valiant P. Incrementally verifiable computation or proofs of
knowledge imply time/space efficiency[C]/Theory of Cryptography:
Fifth Theory of Cryptography Conference, TCC 2008, New York,
USA, March 19-21, 2008. Proceedings 5. Springer Berlin Heidelberg,
2008: 1-18.

Giacomelli I, Madsen J, Orlandi C. {ZKBoo}: Faster {Zero-
Knowledge} for Boolean Circuits[C]//25th USENIX Security

Symposium (USENIX Security 16). 2016: 1069-1083.

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

Chase M, Derler D, Goldfeder S, et al. Post-quantum zero-knowledge
and signatures from symmetric-key primitives[C]//Proceedings of the
2017 ACM Sigsac Conference on Computer and Communications
Security. 2017: 1825-1842.

Bitansky N, Canetti R, Chiesa A, et al. The hunting of the SNARK[J].
Journal of Cryptology, 2017, 30(4): 989-1066.

Sasson E B, Chiesa A, Garman C, et al. Zerocash: Decentralized
anonymous payments from bitcoin[C]/2014 IEEE symposium on
security and privacy. IEEE, 2014: 459-474.

Groth J.

Short pairing-based non-interactive zero-knowledge

arguments[C]//Advances in Cryptology-ASIACRYPT 2010: 16th
International Conference on the Theory and Application of Cryptology
and Information Security, Singapore, December 5-9, 2010.
Proceedings 16. Springer Berlin Heidelberg, 2010: 321-340.

Lipmaa H. Progression-free sets and sublinear pairing-based non-
interactive zero-knowledge arguments[C]//Theory of Cryptography:
9th Theory of Cryptography Conference, TCC 2012, Taormina, Sicily,
Italy, March 19-21, 2012. Proceedings 9. Springer Berlin Heidelberg,
2012: 169-189.

Gennaro R, Gentry C, Parno B, et al. Quadratic span programs and
NIZKs PCPs[C]//Advances

succinct without

in  Cryptology-
EUROCRYPT 2013: 32nd Annual International Conference on the
Theory and Applications of Cryptographic Techniques, Athens,
Greece, May 26-30, 2013. Proceedings 32. Springer Berlin Heidelberg,
2013: 626-645.

Karchmer M, Wigderson A. On span programs[C]/[1993]
Proceedings of the Eigth Annual Structure in Complexity Theory
Conference. IEEE, 1993: 102-111.

Lipmaa H. Succinct non-interactive zero knowledge arguments from
span programs and linear error-correcting codes[C]//Advances in
Cryptology-ASIACRYPT 2013: 19th International Conference on the
Theory and Application of Cryptology and Information Security,
Bengaluru, India, December 1-5, 2013, Proceedings, Part 1 19.
Springer Berlin Heidelberg, 2013: 41-60.

Parno B, Howell J, Gentry C, et al. Pinocchio: Nearly practical
verifiable computation[J]. Communications of the ACM, 2016, 59(2):
103-112.

Danezis G, Fournet C, Groth J, et al. Square span programs with
applications to succinct NIZK arguments[C]//International Conference
on the Theory and Application of Cryptology and Information
Security. Berlin, Heidelberg: Springer Berlin Heidelberg, 2014:

532-550.



218

O N

I $ 6t

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]
[44]

[45]

Groth J, Maller M. Snarky signatures: Minimal signatures of
knowledge from simulation-extractable SNARKSs[C]//Annual
International Cryptology Conference. Cham: Springer International
Publishing, 2017: 581-612.

Groth J. On the size of pairing-based non-interactive arguments[C]
//Advances in Cryptology-EUROCRYPT 2016: 35th Annual
International Conference on the Theory and Applications of
Cryptographic Techniques, Vienna, Austria, May 8-12, 2016,
Proceedings, Part II 35. Springer Berlin Heidelberg, 2016: 305-326.
Shoup V. Lower bounds for discrete logarithms and related
problems[C]/Advances in Cryptology-EUROCRYPT’97: International
Conference on the Theory and Application of Cryptographic
Techniques Konstanz, Germany, May 11-15, 1997 Proceedings 16.
Springer Berlin Heidelberg, 1997: 256-266.

Maurer U. Abstract models of computation in cryptography[C]
//Cryptography and Coding: 10th IMA International Conference,
Cirencester, UK, December 19-21, 2005. Proceedings 10. Springer
Berlin Heidelberg, 2005: 1-12.

Ben-Sasson E, Chiesa A, Green M, et al. Secure sampling of public
parameters for succinct zero knowledge proofs[C]/2015 IEEE
Symposium on Security and Privacy. IEEE, 2015: 287-304.

Bowe S, Gabizon A, Miers 1. Scalable multi-party computation for
zk-SNARK parameters in the random beacon model[J]. Cryptology
ePrint Archive, 2017.

Groth J, Kohlweiss M, Maller M, et al. Updatable and universal
common reference strings with applications to zk-SNARKSs[C]
//Annual International Cryptology Conference. Cham: Springer
International Publishing, 2018: 698-728.

Maller M, Bowe S, Kohlweiss M, et al. Sonic: Zero-knowledge
SNARKs from linear-size universal and updatable structured
reference strings[C]//Proceedings of the 2019 ACM SIGSAC
Conference on Computer and Communications Security. 2019:
2111-2128.

Gabizon A, Williamson Z J, Ciobotaru O. Plonk: Permutations over
lagrange-bases for oecumenical noninteractive arguments of knowledge[J].
Cryptology ePrint Archive, 2019.

https:/github.com/AztecProtocol

Schwartz J T. Fast probabilistic algorithms for verification of
polynomial identities[J]. Journal of the ACM (JACM), 1980, 27(4):
701-717.

Bootle J, Cerulli A, Chaidos P, et al. Efficient zero-knowledge

arguments for arithmetic circuits in the discrete log setting[C]

[46]

[47]

[48]

[49]

[50]
[51]
[52]
[53]
[54]
[55]
[56]
[57]
[58]
[59]

[60]

[61]

[62]

//Advances in Cryptology—EUROCRYPT 2016: 35th Annual International
Conference on the Theory and Applications of Cryptographic
Techniques, Vienna, Austria, May 8-12, 2016, Proceedings, Part II 35.
Springer Berlin Heidelberg, 2016: 327-357.

Bootle J, Cerulli A, Chaidos P, et al. Efficient zero-knowledge
arguments for arithmetic circuits in the discrete log setting[C]//
Advances in Cryptology-EUROCRYPT 2016: 35th Annual International
Conference on the Theory and Applications of Cryptographic
Techniques, Vienna, Austria, May 8-12, 2016, Proceedings, Part II 35.
Springer Berlin Heidelberg, 2016: 327-357.

Hoffmann M, Kloofl M, Rupp A. Efficient zero-knowledge arguments
in the discrete log setting, revisited[C]//Proceedings of the 2019 ACM
SIGSAC Conference on Computer and Communications Security.
2019:2093-2110.

Daza V, Rafols C, Zacharakis A. Updateable inner product argument
with logarithmic verifier and applications[C]/Public-Key Cryptography-
PKC 2020: 23rd IACR International Conference on Practice and
Theory of Public-Key Cryptography, Edinburgh, UK, May 4-7, 2020,
Proceedings, Part I 23. Springer International Publishing, 2020:
527-557.

R A AL ZE AN YUIE W AE DX PR P K ZRIR (1. K 22
W REFFRR),2022,21(04):21-36.

https://www.getmonero.org/

https://github.com/scroll-tech

https://github.com/starknet-io

https://github.com/taikoxyz

https://github.com/succinctlabs

https://github.com/Electron-Labs

https://www.zkibc.com/

https://github.com/topics/polyhedra

https://zkbridge.com/

Setty S. Spartan: Efficient and general-purpose zkSNARKSs without
trusted setup[C]//Annual International Cryptology Conference. Cham:
Springer International Publishing, 2020: 704-737.

Xie T, Zhang Y, Song D. Orion: Zero knowledge proof with linear
prover time[C]//Annual International Cryptology Conference. Cham:
Springer Nature Switzerland, 2022: 299-328.

Yang K, Sarkar P, Weng C, et al. Quicksilver: Efficient and affordable
zero-knowledge proofs for circuits and polynomials over any
field[C]//Proceedings of the 2021 ACM SIGSAC Conference on
Computer and Communications Security. 2021: 2986-3001.

Lyubashevsky V, Nguyen N K, Plangon M. Lattice-based zero-



55 2 34 NEE: XREFHTMIRIEMAKAREBBEZ, TARLZA 219

knowledge proofs and applications: shorter, simpler, and more [63] Lu T, Wei C, Yu R, et al. Cuzk: Accelerating zero-knowledge proof
general[C]//Annual International Cryptology Conference. Cham: with a faster parallel multi-scalar multiplication algorithm on gpus[J].
Springer Nature Switzerland, 2022: 71-101. Cryptology ePrint Archive, 2022.

SIFME: JTEL XS, LA, 205 WA 1852, TR I i b i A UE B ROR R MO Sy . T B ERIR (0] 4R Mk B 27 411,2024,6(2):205-219.
DOI: 10.19788/.issn.2096-6369.200002.
CITATION: WAN Wei, LIU JianWei, LONG Chun, LI Jing, YANG Fan, FU YuHao, YUAN ZiMeng. An Overview of Zero-Knowledge Proof Technology

and Its Typical Algorithms and Tools[J]. Journal of Agricultural Big Data, 2024,6(2):205-219. DOI: 10.19788/j.issn.2096-6369.200002.

An Overview of Zero-Knowledge Proof Technology and Its Typical
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Abstract: In the context of the increasing importance of data security and privacy protection, Zero-Knowledge Proofs (ZKPs) have
provided a powerful tool for protecting privacy. This article comprehensively discusses the technology of zero-knowledge proofs and
their application in modern cryptography. First, the article introduces the basic concepts of zero-knowledge proofs, as well as
different types of ZKPs such as Snarks and Starks, along with their technical characteristics and application scenarios. In particular,
the article conducts an in-depth study of ZK-Snarks. At the same time, the article also discusses other proof mechanisms such as
ZK-Stark and Bulletproofs, comparing their differences in design and performance. Then, it focuses on the application of ZKPs in the
blockchain environment and analyzes the related tools for writing zero-knowledge proofs. Finally, it points out some potential
problems and future research directions in the field of zero-knowledge proofs.
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